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TECH

Rarely Patched Software Bugs in
Home Routers Cripple Security
Wi-Fi devices, vulnerable to hackers, show difficulty of updating software after release

Tod Beardsley, a researcher at security company Rapid7, tested 20 new routers for The Wall Street Journal and found many
had outdated software. PHOTO: ILANA PANICHLINSMAN FOR THE WALL STREET JOURNAL

By JENNIFER VALENTINO-DEVRIES
Jan. 18, 2016 11:58 a.m. ET
In late 2014, a small Massachusetts software company got an ominous email: A
computer-security researcher said a flaw in one of its programs put millions world-wide
at risk of being hacked.
Engineers at the company, Allegro Software Development Corp., analyzed the flaw in the
program, which can help users access the controls of home Internet routers. They
quickly realized something strange: They had fixed this bug nearly 10 years earlier. But
it lived on, even in new devices.
The reason: A component maker had included the 2002 version of Allegro’s software
with its chipset and hadn’t updated it. Router makers used those chips in more than 10
million devices. The router makers said they didn’t know a later version of Allegro’s
software fixed the bug.

The router flaw highlights an enduring problem in computer security: Fixing bugs once
they have been released into the world is sometimes difficult and often overlooked. The
flaw’s creator must develop a fix, or “patch.” Then it often must alert millions of
technically unsophisticated users, who have to install the patch.
The chain can break at many points: Patches aren’t distributed. Users aren’t alerted or
neglect to apply the patch. Hackers exploit any weak link.
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In the case of the routers, Allegro said it couldn’t apply the patch, because it doesn’t
have access to the devices. The company urges manufacturers to use the latest version
of its software but can’t require them to do so. “Nobody does that,” said Loren Shade,
vice president of marketing. “We’ve thought about it, but it’s kind of hard to enforce.”
To shed light on the problem, The Wall Street Journal commissioned a security
researcher to test 20 popular Internet routers purchased new in the second half of 2015.
Ten arrived with known, documented security
weaknesses. Tod Beardsley, a researcher at
Is Your Home Router Vulnerable to Hackers? security company Rapid7 Inc. who conducted the
tests, said the vulnerable routers had outdated
“firmware,” the programs that run a device. Four
others had old firmware that had subsequent updates that Mr. Beardsley said could
contain undocumented security problems.
SEE THE TEST RESULTS

Half of the group of 20 didn’t let users easily check for new software during the standard
setup process. Instead, users had to search on the Web or run optional programs. In
addition, two routers incorrectly told users that updated software wasn’t available,
when in fact it was, and one directed users to download software that had a severe,
documented security flaw.
The Journal’s findings dovetail with those of Shahar Tal, a researcher formerly at Check
Point Software Technologies Ltd. who helped find the Allegro bug, dubbed “Misfortune
Cookie” because it allows hackers to attack the router using malicious Web cookies.
In scans over the Internet this spring, Mr. Tal found that 79% of the routers that
initially contained Misfortune Cookie were still vulnerable, five months after the
problem had been disclosed in public announcements and to the device makers.
Router makers are cutting corners by not checking the security of their products and
failing to make efforts to keep customers informed of updates, he said. They “aren’t
paying the price for bad security,” Mr. Tal said. “They’re trying to cut prices by a dollar
and win that contract from service provider X. Security isn’t on their mind.”
Router makers contacted by the Journal said security was important to them, and most
said they had plans to improve how users are notified of new software—which often
depends on a user noticing an update on the router’s website. But several also said they
fix routers according to how new they are; routers more than a couple of years old are
less likely to get fixed.
Home routers are an easy target because manufacturers compete largely on price, for
devices that typically sell for less than $100. Customers acquire the routers either from
retailers or from Internet-service providers. Once routers are sold, manufacturers have
little incentive to update them to improve security. Routers can remain in use for years
after what manufacturers term their “end of life,” meaning they no longer issue updates.
The same problem is evident in smartphones and the growing market for Internetconnected computers in everything from printers to television sets.
Security researchers recently showed how they could hijack an email account through a
refrigerator by attacking the link it used to display the owner’s Google calendar on the
door’s touch screen. Other researchers have demonstrated they can change the settings
on Internet-connected medical devices, managed remotely by nurses and doctors, that
infuse medicines into patients.
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The Federal Trade Commission last year warned that companies entering these markets
“may not have experience” with security. For users, the commission said, “It may be
difficult or impossible to update the software or apply a patch.”
Alphabet Inc.’s Google regularly updates its Android mobile-operating system, which
runs roughly three-fourths of the world’s smartphones, to patch security holes. But it
generally relies on device makers and telecom carriers to distribute the new software.
Device makers don’t always distribute it, particularly for cheaper phones or those more
than a year old.
University of Cambridge researchers in October said more than 85% of 20,000 Android
devices they studied had at least one of 11 known critical vulnerabilities, largely because
of “inaction by some manufacturers and network operators.” That could allow a hacker
to take control of a phone, usually through a malicious app.
“It’s about economic incentives,” said Alastair Beresford, a professor at Cambridge who
studied the Android flaws. “Manufacturers are facing a choice in deploying limited
resources. Do they deploy them on fixing bugs in products they have already sold years
ago, or on producing the next handsets to sell?”
A Google spokeswoman said the company is working with manufacturers and carriers to
distribute updates more quickly. Google also said it has made efforts to keep harmful
apps, which hackers typically use to exploit a weakness in a device, off its Play Store. It
said fewer than 1% of Android devices have installed a potentially harmful app.
Software on Apple Inc. devices is more commonly up-to-date, because Apple
manufactures iPhones and iPads and controls more of the update process.

Automatic updates
Software makers have wrestled with this issue—how to repair programs in widespread
use—for decades. Software is written by humans, so it inevitably contains errors. Alan
Paller, the founder and research director at the SANS Institute, a computer-security
training center, said on average, 10,000 lines of code contain two to five errors. A
program such as a Web browser has millions of lines of code, meaning it could have
thousands of errors.
Following a series of breaches linked to Windows computers in the early 2000s,
Microsoft Corp. started a unit to improve the security of its software. In late 2004, the
company activated automatic updates by default on Windows machines. Some software,
such as Google’s Chrome Web browser, updates itself every few weeks.
Such efforts help more-secure software spread faster. Mozilla Corp. said more than 70%
of users of its Firefox Web browser are on the latest version within 20 days of its release;
since 2013, Firefox has updated on its own when the user restarts. Before that, when the
browser prompted users to upgrade every few months, it took more than a year to get
that many users on the newest software.
As security improves on personal computers, hackers seek other ways into networks.
Routers make an inviting target.
Once in control of a router, hackers can access almost anything a user sends over the
Internet, sometimes even if it is encrypted. In one incident reported in 2014, hackers
hijacked routers to siphon off bank-account details from Polish consumers. Researchers
in Spain last year tested 22 routers commonly used in Europe and found that each had at
least one security vulnerability, including 60 flaws not previously seen.
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Researchers at Internettechnology company Akamai
Technologies Inc. said
criminals also increasingly
offer to infiltrate routers and
use them to overwhelm
targeted websites for a fee.
Attack instigators may want to
gain an advantage in online
games, punish companies for
bad service, camouflage
another attack or extort
money, said Eric Kobrin, Akamai’s director of information security. Such router-type
attacks were rare a year ago but in 2015 accounted for 10% to 20% of denial-of-service
attacks, he said.
Mr. Kobrin said a group called Lizard Squad used routers and other home devices to
direct malicious traffic that knocked gaming networks for Microsoft’s Xbox and Sony
Corp.’s PlayStation offline for hours on Christmas Day 2014.
None of the routers tested by the Journal was vulnerable to these types of attacks out of
the box, with default settings in place. The Journal’s tests found at least one flaw that
has been used by hackers. “The Moon” worm was documented spreading among Linksys
routers in 2014. A new Linksys E1200 N300 router purchased in July 2015 and tested by
the Journal shipped with software from 2013 that still had the vulnerability the worm
exploited.
Belkin International Inc., which owns the Linksys brand, initially said the 2013 software
wasn’t vulnerable to the bug, but after discussions with the Journal it acknowledged
that users should update to newer software to protect from the hack. The company said
all new routers are now shipping to stores with the later software.

No notification
Users can update device software to address such vulnerabilities, but most of the
devices tested by the Journal didn’t notify owners that new software was available. Two
routers—one made by Belkin and one by Netgear Inc.—incorrectly told users there was
no update.
In a statement, Netgear said new routers might arrive with old versions of firmware
because it can take months for a router to get from a factory to a consumer. The router
that incorrectly said an update wasn’t available didn’t work “as expected,” Netgear said.
Follow-up tests after the Journal contacted Netgear showed the router correctly
indicated an update was available.
Belkin said its router couldn’t find the update because the updated software hadn’t been
properly loaded on its computers. The company made the software available after being
contacted by the Journal.
Another router, made by D-Link Systems Inc., directed U.S. users to download a version
of the software that still contained a bug with the highest severity level in the National
Institute of Standards and Technology’s National Vulnerability Database. The bug,
which allows a hacker to completely overtake a router, had been fixed by D-Link in May,
but the patch was made available only on international D-Link sites and an obscure
Internet forum.
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After being contacted by the Journal, D-Link said in December that the company hadn’t
put the fixed firmware on its U.S. site because it had been conducting a “validation test”
to confirm “that the firmware is succeeding.” The update was put on the U.S. site in early
January.
“I was surprised at the level of problems users would have just updating” the software,
said Mr. Beardsley, the Rapid7 researcher who conducted the Journal’s tests.
The tests found other security weaknesses. All but two of the 20 routers tested used
insecure, widely known passwords by default and didn’t require users to change them—
a problem security researchers have cited for years. All 20 used network settings that
security researchers say can be easily guessed by hackers. If combined with default login
information, this can enable a hacker to seize control of the router.
The routers tested by Mr. Beardsley had fixed two problems regularly cited by security
researchers in the past: None had remote administration settings enabled by default,
and none was easily accessible over the Internet by openings that hackers regularly
probe.
The Journal’s tests didn’t look for new vulnerabilities. Instead, they focused on known
problems, to highlight weaknesses in the security chain. The Misfortune Cookie flaw
was more prevalent in routers sold abroad than in the U.S., researchers said.
Mr. Tal, the researcher who found the bug, said he became interested in studying
Allegro’s software when he realized how widely it was used—and that the most-common
version was from 2002. He and fellow researchers saw it on more than 200 models from
dozens of router manufacturers but didn’t understand why it was so prevalent.

Some of the routers tested by Rapid7 for the Journal. Software vulnerabilities can be exploited by hackers. PHOTO: ILANA
PANICHLINSMAN FOR THE WALL STREET JOURNAL

They eventually linked the software to MediaTek Inc., which had supplied chips for the
vulnerable routers. MediaTek said the faulty software had been incorporated into the
chip by a company it acquired and that maintenance fell through the cracks until 2014,
when MediaTek learned about the Misfortune Cookie flaw.
“Once we were alerted, we acted quickly to minimize impact and remedy the issue for
customers,” by working with router makers to update the firmware, a MediaTek
spokesman said.
Several router makers contacted by the Journal about Misfortune Cookie said they had
issued updates on their websites that users could download to fix the bug.
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Huawei Technologies Co., for example, published a fix for its two routers affected by
Misfortune Cookie in December 2014, soon after being contacted by the researchers. In
a statement, Huawei said it “expresses appreciation” to the researchers for disclosing
the bug and urged people to download the latest firmware from the company’s website.
TP-Link Technologies Co. initially had 23 affected models, according to the researchers.
More than a year after the bug was publicized, the company’s support site showed that
three of the models had updates to address the vulnerability. TP-Link said seven
additional models were scheduled to be updated before early February, but that other
models were considered “end of life” and wouldn’t be updated. The company is
“prioritizing support for newer products, of which a larger portion are likely to still be in
service,” a company spokesman said.
But security pros say people often use these types of devices for a long time. Routers
“are things you just set up and don’t think about,” said Mr. Tal, the researcher. “They
stay out there for years and years until they break.”
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İș Ỳǿųř Ħǿmě Řǿųțěř Vųŀňěřǻbŀě țǿ
Ħǻčķěřș?
Ħǿmě řǿųțěřș ųșěđ țǿ čǿňňěčț țǿ țħě
İňțěřňěț ǻřě pŀǻģųěđ bỳ șěčųřįțỳ
přǿbŀěmș, ǻ Ẅǻŀŀ Șțřěěț Jǿųřňǻŀ
ěxǻmįňǻțįǿň ħǻș fǿųňđ.
Țǿ țěșț țħě ěxțěňț ǿf țħě přǿbŀěm, țħě
Jǿųřňǻŀ čǿmmįșșįǿňěđ ǻ čǿmpųțěřșěčųřįțỳ řěșěǻřčħěř țǿ ěvǻŀųǻțě 20
ňěẅ pǿpųŀǻř ẅįřěŀěșș řǿųțěřș. Țħě
ǻňǻŀỳșįș fǿčųșěđ ǿň șěčųřįțỳ įșșųěș,
șųčħ ǻș ẅħěțħěř țħě đěvįčě ħǻđ ųpțǿ-đǻțě șǿfțẅǻřě ǿř ẅǻș vųŀňěřǻbŀě țǿ
ķňǿẅň ħǻčķįňģ ěxpŀǿįțș.
Țħě Jǿųřňǻŀ čħǿșě țħě řǿųțěřș fřǿm
țħě țǿp fįvě mǻňųfǻčțųřěřș bỳ Ų.Ș.
șǻŀěș, ǻččǿřđįňģ țǿ mǻřķěț řěșěǻřčħ
fįřm İĐČ. Șpěčįfįč mǿđěŀș ẅěřě
čħǿșěň bǻșěđ ǿň mǻňųfǻčțųřěř
řěpǿřțș ǻňđ șǻŀěș řǻňķįňģ ǿň
Ǻmǻżǿň.čǿm. Ǻŀŀ țħě řǿųțěřș ẅěřě
ǿřđěřěđ ňěẅ fřǿm Ǻmǻżǿň įň țħě
șěčǿňđ ħǻŀf ǿf 2015 ǻňđ țěșțěđ ẅįțħ
đěfǻųŀț șěțțįňģș įň pŀǻčě.
Țǿđ Běǻřđșŀěỳ, ǻ řěșěǻřčħěř ǻț
șěčųřįțỳ čǿmpǻňỳ Řǻpįđ7 İňč. ẅħǿ
șpěčįǻŀįżěș įň pěňěțřǻțįǿň țěșțįňģ ǻňđ
įňțřųșįǿň přěvěňțįǿň ǻňđ ħǻș
ěvǻŀųǻțěđ řǿųțěřș ǻňđ ǿțħěř đěvįčěș
įň țħě pǻșț, țěșțěđ țħě řǿųțěřș.
Mř. Běǻřđșŀěỳ ěxǻmįňěđ:
◆ Țħě řǿųțěř’ș "fįřmẅǻřě,"
țħě přǿģřǻmș țħǻț řųň țħě
đěvįčě, țǿ șěě įf įț ẅǻș țħě
mǿșț čųřřěňț věřșįǿň;
ẅħěřě țħě fįřmẅǻřě ẅǻșň’ț
čųřřěňț, țħě Jǿųřňǻŀ ňǿțěđ
ẅħěțħěř șųbșěqųěňț
věřșįǿňș șpěčįfįěđ țħǻț
țħěỳ fįxěđ ǿř įmpřǿvěđ
șěčųřįțỳ įșșųěș.
◆ Țħě přǿčěșș fǿř ųpđǻțįňģ
fįřmẅǻřě, țǿ șěě įf įț
ẅǿřķěđ, ǻňđ ħǿẅ ěǻșỳ įț
ẅǻș.
◆ Ẅħěțħěř țħě řǿųțěř ųșěđ ǻ
čǿmmǿň đěfǻųŀț ŀǿģįň ǻňđ
pǻșșẅǿřđ ẅįțħǿųț fǿřčįňģ
țħě ųșěř țǿ čħǻňģě įț.
◆ Ẅħěțħěř țħě řǿųțěř ẅǻș
vųŀňěřǻbŀě țǿ ẅįđěŀỳ
đįșșěmįňǻțěđ ħǻčķįňģ
țěčħňįqųěș, ųșįňģ ǻ
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țěčħňįqųěș, ųșįňģ ǻ
pěňěțřǻțįǿň-țěșțįňģ țǿǿŀ
čǻŀŀěđ Měțǻșpŀǿįț.

◆ Ẅħěțħěř țħě řǿųțěř ẅǻș
ěǻșįŀỳ ǻččěșșįbŀě fřǿm țħě
İňțěřňěț.
◆ Ẅħěțħěř řěmǿțě
ǻđmįňįșțřǻțįǿň įș ěňǻbŀěđ
bỳ đěfǻųŀț, ẅħįčħ įș ǻ
șěčųřįțỳ řįșķ.
◆ Ẅħěțħěř țħě řǿųțěř’ș
ňěțẅǿřķ șěțțįňģș ẅěřě ěǻșỳ
fǿř ǻ ħǻčķěř țǿ ģųěșș.
◆ Ẅħěțħěř țħě řǿųțěř
ěňčřỳpțěđ
čǿmmųňįčǻțįǿňș ẅħěň įț
ẅǻș ǻččěșșěđ řěmǿțěŀỳ.
Țħįș įș ẅħǻț țħě țěșțș fǿųňđ.
Fǻvǿřǻbŀě řěșųŀțș ǻřě șħǿẅň įň ģřěěň,
přǿbŀěmǻțįč įň řěđ. Ǿřǻňģě įňđįčǻțěș
ẅěǻķňěșșěș.
Țħě čǿmpǻňįěș' řěșpǿňșěș țǿ țħě
řěșųŀțș ǻřě ǻvǻįŀǻbŀě bỳ čŀįčķįňģ ǿň țħě
"+" fǿř ěǻčħ ěňțřỳ. Řěŀǻțěđ Ǻřțįčŀě »
(ħțțp://ẅẅẅ.ẅșj.čǿm/ǻřțįčŀěș/ȘB10629641911140653411804581458443413283766)
Șěǻřčħ:

Șħǿẅ
10

ěňțřįěș
Đįđ
Řǿųțěř
Ħǻvě

Ẅǿųŀđ
Mįșșěđ
Ųpđǻțě
Ħǻvě
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